ITPABHJIA
3a 0€30MaCHOCT HA 1elaTa U yYeHUIIUTe B
KOMIIOTBPHATA MpPeKa B 1eTCKATA IPaJUHA, YYUJIHUIIETO U B HHTEPHET

Te3n nmpaBmia ca paspadoreHu or IbpkaBHATa areHUUs 3a 3aKpWJia Ha JeTeTo, B
NapTHLOPCTBO ¢ I'1aBHa nupekuus ,,bopda ¢ opranusupanara npecrbnHoct”’, Hanmuonasnen
LHEeHTHP 3a 0e30maceH MHTePHeT, MUHUCTEPCTBO HA 00pPa30BaHUETO U Haykara, PermoHajaHo
ynpaBJjieHne Ha oOpa3oBanuero — Codus-rpaa, PpPbKOBOAMTEJNH HAa 00pa30BaTeJHU
uHctutynun ot Chro3a Ha padoTogarejuTe B CHCTEMaTa HAa HApPOAHATA IPOCBeTa B
Bbbarapusi, Capy:keHneTo HA TUPEKTOPUTE B CPeTHOTO oOpa3oBanue Ha P bbarapus.

LlenuTe Ha MpaBuJaTa ca Ja ce:

® TrapaHTHpa NMPAaBOTO HA /IeTeTO/y4eHHIHUTE HA JOCTHI 0 MOAXOAsAA HHpopmanus u

MaTepHaJId B MpeKaTa;

® OCBHIIECTBH MPEBEHIIUS U CHHTE3MPA HA eJHO MICTO HH(pOpMALMSATA 32 ONIACHOCTUTE B
HHTEPHET;
® MpeIOCTABAT KOHKPETHM HACOKH 32 3aKPWJA HAa JeTeT0 U 0e30MacHO NoBe/leHUE B

KOMIIIOTHLPHATA MPeKa B 1eTCKATA IPAJAMHA U B YYHJIMIIE U B HHTEPHET;

e M0oA00pHM KOOPIAMHAIUATA W OTTOBOPHOCTUTE HA YYACTHUIUTE W/WJIM BCHYKH
3aHHTEPECOBAHU CTPAHM.

OTFOBOpHOCTTa 3a rapaHTHUpPAHC IIpaBaTa Ha JA€HaTa W 3allliTa Ha TCXHUTC HHTCPECHU €
CIIOACIICHA OTTOBOPHOCT MCKIY CeMeﬁCTBOTO, O6IJ.I€CTBOTO " ObprKaBaTa, 4Ype3 HEHUHUTE OpTraHd U
HHCTHUTYLIUU. B’preKI/I TOBA, Ta3u OTTOBOPHOCT € PA3IPCACIICHA, KAaTO T CC ITaJga IMIPUOPUTCTHO HaA
CeMeﬁCTBOTO, Io-CIICIaJIHO Ha PpOAUTCIINTC, HaCTOﬁHHHHTe, MOMNCHYUTCIIUTC WM APYTruUTe JIUla,
Inpnu KOUTO HACTETO € HACTAHCHO, TOraBa KOraro ¢€ Oouia npeanpuera MsIpKa 3a 3aKpuia I10
OTHOIIIEHUE Ha Hero. OTunTaiiku TPpyAOBaTa aHTAXKXKUPAHOCT HA POAUTCIIUTE, B HAKOU OT CIIYUAUTE U
TPYAHOCTUTEC, KOUTO HU3NUTBAT B OTIVICKAAHCTO W BB3INUTAHUCTO HA ACTCTO, B OCHOBOIIOJIATrallusa
MCIKAYHAPOACH aKT 3a IIpaBaTa Ha ACTCTO KOHBeHI_II/I}ITa Ha OOH 3a mpaBaTa Ha ACTCTO, KAKTO U B
peariia HOpMAaTUBHU AKTOBEC OT HAUOHAJIHOTO HHU 3dKOHOAATCJICTBO, € ITOCOYCHO KakK 06H.[€CTBOTO,
COMaJIHUTEC U O6pa30BaTeJ'IHI/ITC HWHCTUTYIHUH, U ObprKaBaTa U3IIBIHABAT TE3U CBOU OTTOBOPHOCTHU
34 OKa3BaHC Ha aACKBATHA IOJAKPCIIa Ha CeMeﬁCTBOTO, 3a 3aKpujia Ha ACTCTO U 3a 3allruTa Ha
HETOBUTC IIpaBa U UHTCPECH.

CpbrnacHo KOHBCHI_II/ISITa Ha OOH 3a [mpaBaTa Ha ACTCTO, POAUTCIUTC UMAT IIbPBOCTCIICHHA
OTTOBOPHOCT 3a OCUTYpABAHC BHUCHIUTC HWHTCPECHU HaA HACTCTO HOa 6’bIlaT IIBPBOCTCIICHHO
C’bO6pa)KCHI/IC. Popgutenure WK, CIIOpC[ Cliy4das, 3aKOHHUTC HaCTOﬁHHHH,

MNOMCYUTCIIN WA ApYyru Jdna, IIpUu KOUTO HOETCTO € HACTAHCHO, HOCAT OTrOBOPHOCT 3a
OTTJIC)KAAHCTO U Pa3BUTUCTO HA ACTCTO.

I[’Bp)KaBaTa, qpe3 HEHHUTE OopraHu, Tpﬂ6Ba Aa mnpeanpueMce mnoaxoAdmun CTBIIKU, 3a Jda
MNOAKPCHIN POAUTCIIMTEC MPU UIMBIHCHUCTO HAa TCXHUTC OTTOBOPHOCTHU. Axo HiIKOU POOUTECIIN HE
MOTaT WA CC 3aTpyAHABAT, TO B TC3U ClIydau C€ HAMECBAT OTTOBOPHUTC AbPrKaBHU MHCTUTYLIUHA, 34



Ja OCUTYpST CIIa3BaHETO HA IIpaBaTa Ha JAETETO M 33J0BOJISIBAHETO HAa HETOBUTE HYXKIU.
3anbIKEHUE Ha Ibp)KaBaTa € OCUIYpsIBaHE Pa3BUTHETO HA MHCTUTYLIMHU, 3aBEACHUS U yCIyru. B
Ta3W Bpb3Ka poiisiTa Ha 00pa30BaTEIIHUTE MHCTHUTYLIHMU € M3KIIOYHUTEIHO Ba)KHA M Kito4yoBa. Te
Morar Jia JompuHecar 3a 00yuyeHHEeTO M NMPEBEHLUsATa Ha PHCKOBETE HE caMO Ha JelaTa, HO U Ha
poaMTenuTe, Karto MO TO3M HA4YMH MOrar Ja MMar JABOMHA Ioji3a 3a Jaenara. B Tasu mocoka
HACTOSIIUTE IIPAaBUJIA, 1aBaT OCHOBHM II03HaHUSA 34 OINACHOCTUTE, KOUTO KpUE BHUPTYAIHOTO
MPOCTPAHCTBO C II€J OCUTYpsBaHE 3aKpujaTa Ha JETeTO OT BPEAHM 3a HEro uHdopmanus,
MaTepUalu U KOHTAKTH.

OcHOBHHUTE NPUHIMITK 32 padOTa B KOMIIIOThPHATA MPEKa B IETCKA I'pajyHa U YUUIIUIIE U
B UHTEPHET ca:

1. PaBeH nocThIl HAa BCUUKH JIel[a U YYEHHULIH.

2. 3ammTa Ha JAeuaTa M yYCHHIUTE OT BPEIHO WM HE3aKOHHO ChIbp)KaHUE W HH(MOpMAIHS
KaTo: CaMOHapaHsBaHE, ThPrOBUsS C HAPKOTHUIIM, Xa3apT, MpoMaraHAUpaHe Ha BPEIHU U
ONaCHW HABUIM W JCUCTBHUS KAaTO aHOpPEKCHs, Oynmmus, mopHorpadus, TonepupaHe Ha
pa3nmuyHu (HOPMH Ha HACHIIME, MPOTOBSIBAHE HA TEPOPHU3BM, CTHHYECKA M PEITUTHO3HA
HETOJIEPAHTHOCT, CAMOYOMICTBO U JIp.

3. 3auuTaHe ¥ 3aIIUTa HA JITYHATA HETPUKOCHOBEHOCT.

4. TloaroroBka M KOHTPOJI Ha JelaTa M YYEHHLIMTE 32 0€30IaCHO W OTTOBOPHO IOBEJCHHE
OHJIAMH.

5. ChbTpyIHHYECTBO B JyX Ha TOJEPAHTHOCT U JOOpPOHAMEPEHOCT MEXAy JIeTcKara
rpaJiiHa/yYUIIMIIETO U POIUTEINTES/HACTOWHUIIATE.

KommnoTbpHaTa Mpexa B JeTCKa T'paJiiHA W YYHIUINE CE W3IO0J3Ba B MEAArOTHYECKUTE
CUTyallMu ¥ y4eOHM yacoBe camo 3a oOpa3oBaTeiHu mend. [{smaTa mpeka oOxBaiia KOMITIOTPUTE,
CBBbp3aHM C KaOemHu W/wiM O€3KWYHM BpPB3KH, CUTYHPAaHU B KOMIIIOTHPHUTE KaOWHETH,
00OpyIBaHM KJIACHU CTaW M aJIMUHUCTPATHBHUTE MOMEUICHUs Ha oOpa3oBaTellHaTa WHCTUTYLHS,
KAaKTO M ycTpoicTBara (IIEpCOHAIHM CMapT(OHH, JANTONM U TabyeTu) ¢ Oe3’KUYeH AOCTHI A0
WHTEpHET.

Jleniata ¥ y4YeHHIMTE MMaT MPaABO Ha:

1. PaBen mocTenm A0 Mpekara Ha oOpa3oBaTelHAaTa WHCTUTYLUS, C W3KIIOUYEHHE Ha
KOMITIOTPUTE B aJIMUHUCTPATHBHHATE TIOMETIICHHS.

2. Pabora c ycrpoiicTBara (KOMIIOTPH, JIAITONMM W TabJIeTH) B MpekaTa C IOJKperara Ha
MeIarOTMYECKH CIIEIHAIIHCT.

3. OOyuenue 3a 0e30macHO W OTTOBOPHO IIOBEJACHHWE B Mpexara Ha o0Opa3oBaTeiHaTa
WHCTHUTYIUS 1 B UHTEPHET.

4. Wndopmanus 3a npaBuiiaTa 3a pabora B MpexaTta.

o

CurypHa nudpoBa cpefa B JeTcKaTa rpajiiHa U yUYWINIIETO.

6. IlomBane Ha MOOWJIHHTE CH YCTPOHCTBAa W3BBH Y4eOHHMs mporec (TOYMBKAaTa W
MEXIy4acusra), a Mpu U3pUYHO yKa3aHUE HA y4uTeld — U B y4eOHHUs dac/Tiegarormyeckara
CUTYyallMs 3a LEJIUTe Ha y4eOHHs ITPOLEC.



Yacr L. OTTOBOpHOCT](I HA PBKOBOAUTE/IUTE HaA 06pa30BaTeJIHI/ITe HHCTUTYIIMHU, HA

npodecuoHATUCTUTE, PA0OTENIH C Jela U ¢ MH(POPMANUOHHO-KOMYHUKAIIMOHHU TEXHOJIOT UM

JIMpeKTOPBT Ha JAeTCKaTa IpaauHa/yIHIIAILIETO:

Opranusupa JIeMHOCTTa MO HU3NBJIHEHUETO Ha TE3W NpaBWia, U OCUTYypsiBa JOCTBI 10
KOMITFOThPHATa MpeXka, ¢heKTHUBEH U TIOCTOSTHEH KOHTPOJI, IJIAHUPAHETO Ha

MEpKH 110 OpraHU3alusiTa 3a ClIa3BaHe Ha MpaBWiaTa 3a padorara Ha jJerara U YIYCHHUITUTE B
MperKaTa U 3allyMTa OT BPEIHO UM HE3aKOHHO ChIIbPKAHUE B MHTEPHET.

OcurypsiBa Ipu TEXHHYECKA BB3MOXKHOCT IPOCIe/IsIBaHe Ha Tpaduka, OCHIIECTBIABAH Ype3
MpekaTa Ha o0pa3oBaTeIHaTa HHCTUTYIIHSL.

[Ipu xoHCTaTMpaHe HA ciaydad Ha KHOEPTOPMO3, HE3aKOHHO ChIbpP)KAaHWE W TIOBEICHHE B
MpexaTa Ha oOpa3oBaTeiaHaTa WHCTUTYIMS W/WIM B HMHTEPHET yBeIOMsBa He3abaBHO
KOMITETeHTHUTE opranu — Jlupekius ,,ConyaaHo moarnoMarane™, mo MectTonpeOnBaBaHe Ha
nereto u ['maBHa aupekius ,,bopba ¢ opraHu3upanara IpeCThIIHOCT , CIICIUATU3UPAHUST
otnen ,,KubepnpectenHoct Ha MBP. B Te3u cnyuaum okasBa HYXHOTO CHACWUCTBHE Ha
KOMIIETEHTHUTE OpPraHu C LeJ YCTAHOBSIBAHE HA U3BBPILIUTEIUTE U MpEeArpueMa MEpKU 3a
MPOTUBOJICCTBUE U TMpeMaxBaHE HAa CbOTBETHOTO ChIbpP)KaHME OT MpekKara Ha
oOpa3oBaTenHaTa WHCTUTYLUA. Moxe Ja mojdy4yaBa M KOHCYJITAaHTCKa TOMOI OT
Hanmonamuus neHThp 3a 6e30maceH HHTEPHET.

Opranuzupa B Ha4aJIOTO Ha BCsAKa yueOHA roJuHA 3al03HaBaHE HA JelaTa U YUYCHUIUTE U
POIMTENNTE/HACTOMHUIIUTE C TIpaBUIIaTa 3a 6e30macHa padoTa B MpeKara.

OcurypsiBa OTrOBOpPHO JHIlE (CIYXKHTEN WIM HaeT BBHIIEH CIEHUAINCT), KOETO Ja
M3MBIHABA GYHKIIMUTE HA CHCTEMEH aJIMUHHUCTPATOP.

Y‘II/ITeHI/lTe, NEJArort4eCKuTe CrneuuaJIuCTd M PHBKOBOAUTEJIHUTE IO HAIPaBJCHHE

HUKT ca qnpxeu aa:

1.

PazsgcHsBaT nmpaBuiara 3a 0e30MacHO M OTTOBOPHO MOBEICHUE MpH paboTa B Mpexara Ha
oOpa3oBaTenHaTa HUHCTUTYLUS U B HUHTEPHET.

OcsbliecTBABaT IOCTOSIHHO HAOMIOJCHHE M KOHTPOJI BbpXy paboraTa Ha Jemara u
YUEHHULIUTE B MpexaTa Ha oOpa3zoBaTesiHaTa MHCTUTYLIHUS B y4ueOHO BpeMe.

[Ipennpuemar He3abaBHU MEPKH 3a MPEyCTAaHOBSIBAaHE Ha JIOCTHIIA HA JlelaTa U y4YEHUIUTE
710 HE3aKOHHO U BPEIHO ChIbPKaHUE B MpeXkKaTa.

VBenomsaBaTr He3a0aBHO AMPEKTOPA Ha JETCKaTa I'paJMHa/y4dWIHMIIETO NPU HAPYIIABAHE HA
MpaBWiaTa, Cly4al Ha KHOEpTOpMO3 WM IPHU YCTAaHOBSIBAHE HA HE3aKOHHO M BPEJIHO
ChJIbPKaHUE WM NIOBEJIEHUE B MpeXkara.

OxazBar nojakpena Ha JAela M YYEHUIM — OOEKT Ha KHOepTOpMO3, 4pe3 IbpPBOHAYAIHA
NICUXO0JIOTUYECKA MOJIKPENa OT YYMIIUIIHUS [ICUXO0JIOT, YpE3 Pa3sroBOp OT CTpaHa Ha IeJaror
B JIETCKaTa IrpajiliHa 3a CHU)KaBaHE Ha HAIIPEKEHUETO y JETETO.

Curnanusupart npu HeoOxoaumocT Jupekuus ,,ConuanHo noarnoMarate’ o MECTO)KMBEECHE
Ha JIeTeTO/y4eHHKa C 1€l OLEHsBAaHEe Ha HYXJaTa OT HaCOYBAaHE KbM COLIMAIIHU YCIYTH 3a
OKa3BaHE Ha M0CJIeiBalla MTOIKpena.




CucTeMHUAT aAMMHUCTPATOP (CIy)XHUTEN B oOpazoBaTeIHaTa MHCTUTYIMS WM HAeT BBHHIIEH

CIICIIMAIHCT):

1. OcurypsBa obmiara 6€30MacHOCT ¥ (PYHKIIMOHATHOCT Ha MpEKaTa.

2. Ilpemmara u mpuiiara MEpKd, OTpaHHUYaBaIlM JIOCThIIA HA JlelaTa U YYCHUIUTE 10 BPEAHO
WIA HE3aKOHHO CBHABP)KAHHE M TOBEJACHHWE B MHTEPHET B CHOTBETCTBUE C JCHCTBAIIOTO
3aKOHOJaTeNCcTBO Ha PenyOnuka brirapus.

3. U3BppmBa mepuoAMYeH Tperjiel Ha KOMIIOTbpHaTa Mpexka Ha oOpas3oBareiHaTa
MHCTUTYLIUS 32 HAJIMYME Ha BB3MOXKHU 3alljlaXd U PUCKOBE 32 CUTYpHOCTTa Ha Jerara u
YUCHHIIUTE TPH paboTa B UHTEPHET.

4. Crnemu Tpaduka, OCHIIECTBIBAH 4Ype3 KOMIIIOThPHAaTa Mpexa Ha oOpa3oBareiHaTa
WHCTUTYIUS.

5. Ipennpuema He3abaBHM MEPKH 3a IPEYCTAHOBSIBAHE HA JOCTHIIA HA JiellaTa U YICHUIUTE 10
HE3aKOHHO M BPEIHO ChIBbPKAHHUE B MPEKaTa.

6. VYBemomsBa He3a0aBHO JHMPEKTOpa HA JETCKaTa TpaguHa/yIWIIMIIETO TpPU CIydad Ha
KHOepTOPMO3, HapylIaBaHEe Ha TMpaBWiaTa WIA TPH YCTAaHOBSIBAaHE HAa HE3aKOHHO
ChIbpIKAHUE WU TTOBEICHUE B MpEXkKara.

7. CpaeiicTBa 3a yCTaHOBSIBAaHE HA M3BBPIIMTENIM HAa KUOEPTOPMO3 W Mpujara MEpKd 3a

OorpaHn4aBaHC Ha TaKWBa ClIydau.



Yacr II. [IpaBa 1 0TTOBOPHOCTH HA POAMTEINTE

Poaurtesaunre nmat npaso jaa:

HonyanaT I/IH(l)OpMaI_[I/I}I 34 PUCKOBETEC U 3aIlJIaXHUTC 3a 0€e30MacHOCTTa HAa TEXHUTE acua
Ipu pa60Ta B MHTCPHET B ACTCKaTa Fpa,Z[I/IHa/y‘II/IJ'H/IH_ICTO 1 BKBIIIHA.

bbnar cBoeBpeMeHHO MH(pOpPMUpaAHU, aKO JACTETO UM € OOCKT Ha KMOEPTOPMO3 B JETCKaTa
rpaJuHa/yIrIHAILIETO.

VYyacTBaT CbBMECTHO C PBKOBOACTBOTO Ha O6p8.30BaTeJ'IHaTa HWHCTUTYLUA IIPpU pa3pCliaBaHE
Ha BCCKHU KOHKPETCH npo6neM, CBBbp3aH C HapylIaBaHC Ha IIpaBuJjiaTa OT CTpaHa Ha TCXHHUTEC
aena.

YyacTBar ¢bC CBOH MNPpEAJIOXKECHUA B OIIPCACIIAHCTO HA IIpaBUjIaTa U MCPKUTE 3a 0e30mmacHoO
H3II0JI3BAHC HAa MHTCPHET B ACTCKATa Fpa,Z[I/IHa/ YUYUIIUIOCTO.

[Tonygyar wHboOpMaruss 3a WHPOPMAIMOHHO-CUTHAIU3AIMOHHA  IIATHOPMH  KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PopuTesMTe HOCAT OTTOBOPHOCT Ja:

ITomorHaT Ha JeTeTo Cu Ja U3rpajy yMEHHUs 3a OHJIAiH o0l1yBaHe U 0€3011acHO U3I0JI3BaHe
Ha UHTEpPHET.

OcpliecTBsABAT MOCTOSHEH KOHTPOJI 32 CUTYPHOCTTA Ha JIETETO CU B MHTEPHET.

[IposiBAiBaT MHTEpec KbM AaKTHUBHOCTTa Ha JETETO CH B MpeKara, BKIIOUUTEIHO U
Cb3/1aBaHETO Ha NPO(UIM B COLHUAIHU MPEXHU U PETrUCTpallMd B calTOBE U MOOWIIHU
NPUIIOKEHUs, KaKTO M Ja pa3dCHAT TIOCJIEACTBUATA OT Cb3/JaBaHETO W/WIH
Pa3snpOCTPaHEHUETO HA ONPENIEIEHO ChAbPKaHHE.

IIpu ycraHoBsiBaHe, 4e JETETO MM € XepTBa Ha KUOEPTOPMO3, /1a CUTHAIM3UPAT Ha OTIEN
,KubepnpecrenHoct” kbM [1aBHa nupekuus ,,.bopba ¢ opraHu3upaHara HpecTbIIHOCT
(http://www.cybercrime.bg/bg), WIH [lenTbpa 3a 6e3onaceH WUHTEPHET
(https://www.safenet.bg/), kakTo W Morar Ja MOTBPCAT ChAeUCTBUE OT Jlupekuus
,ColluanHoO TmojmnmomMaraHe 10 MECTOKMBEEHe Ha JeTeTo C 1eJd OKa3BaHe Ha
TICXOJIOTHYECKa MOJIKpera Ha AeTeTo. B To3u ciryyaii TpsiOBa 1a yBeIOMAT U TUPEKTOpa Ha
oOpa3oBaTenHaTa MHCTUTYLIHS.

CpxpassBar 3paBeTo Ha JIETETO, KaTO MPOCIIEASBAT BPEMETO 32 U3IT0JI3BaHE HA MHTEPHET.
VYBemomaT nupekTopa Ha oOpa3oBaTelHATa MHCTHUTYIHS, KOTaTo MM CTaHE W3BECTHO, 4Ye
JETEeTO UM € 00EKT Ha TOPMO3 OT JAPYTO JETe, C KOETO € B €HO H CHII0 YUUIIHIIE.



Yacr II1. O0mu npaBuia 3a 6e301acHo 00IyBaHe B MHTEPHET 32 JelaTa U yYeHUuIUTe

Karo AC€TC U YUCHUK CbM JJIBXKCH Ja Clla3BaM CIICAHUTC IIpaBHJIa. Axo ce 3aTpyAHsaBaM B

TAXHOTO pa36HpaHe, MoOra Ja Iojiyda moAKpe€ria OT pPOAUTEIl HWIM OT YYMTCH, 3a Ja MU 6’b,I[aT

00sICHEHU:

1.

10.

11.

12.

He naBam nuuna uHbopmanus: ume, ajpec, mapoia OT €JIeKTpOHHa moia, npodun B
collMajHa Mpexa, JJuueH TeaedoHeH HoMep, AeTcKaTa rpaJuHa/yYuIuIIeTo, B KOETO yya.

He naBam undopmamus 3a mectopaboTaTa WM JIMYEH U ClIy)keOeH TeneoHeH HOMEp Ha
poauTenuTe, HACTOMHUIUTE, OJNM3KUTE, MPHUATENUTE, ChyYECHUIIUTE U MO3HATHTE CcU Oe3
TAXHO pa3pelieHue.

He usnpamam v He kauBaM OHJIAliH CBOM CHUMKH U BHUj€a, 0€3 Ipeu TOBa J1a € 00CHICHO U
B3€TO PELICHUE C POJUTEIIUTE MHU.

He usnpamam u He KayBaMm OHJIAMH CHUMKH U BHJI€a HA MPUATENH, CbYUYECHUIU, POJAHUHU,
yuuTenu, ONM3KW, TO3HATU U Jp., 63 mpeau ToBa Ja € OOCHIEHO C TAX, a B CIydauTe,
KOraTo ce Kacae 3a MOM NpUATENH, ChbYYCHHIIH, Ja € ChIJIacyBaHO OT TSIXHA CTpaHa U C
POIIUTENNTE UM.

He otroBapsim u He oTBapsM NpukaueHu (QailloBe Ha €NeKTPOHHA MOIa, MOJIyueHa OT
Heno3HaT mojaten. T Moxe Ja ChAbpKa BUPYC WM ApPYyra 3JI0BpelHa Mporpama, KosTo 1a
yBpeIu KOMIOIOThpa/Tenedona/rabnera uiv Aa ro HapaBH YSA3BUM 32 BBHIIEH JIOCTBIIL.

[Ile ce mochBeTBaM C POAUTENUTE CH/Y4YUTeN, NMpPEeau Ja CBajlsl WIM HHCTAIMpaM HOBa
MporpaMa/mpuiiokKeHne Ha KOMITIOTBD, TenedoH, TabieT, KakTo U He MpaBs HUIIO, KOETO
MOJKE€ J]a YBPEIU KOMITIOTHPA MU Ype3 Ja/ieHO JICHCTBUE /a Ce PAa3KpHAT JaHHU 332 MEH U
CEMEUCTBOTO MH.

Hemara, xouto mpaBs B HHTEpHET, HE TpsAOBa 1a BpEOIT Ha JAPYyrd Xopa WU Ja
MIPOTUBOpPEYAT HAa YCTAHOBEHUTE MpaBuiIa (4acT OT TAX ca YPEACHH B 3aKOHH).

N3BecTHO MU e, ye e 3a0paHEHO Ja ce M3MOJ3Ba UYXKIO MOTPEOMTENCKO UME, mapojia 1
€JIEKTPOHHA MOLIA.

He nmuma u He kauBaM HUINO, KOETO MOXKE Ja € OOMIHO WM YHH3UTEIHO 33 MEH WIH 3a
JpyTH XOpa.

HeszabaBno wuHpopmMupam BB3pacTeH (pOAUTEN, Y4YUTEN, AUPEKTOp, IMEIaroruYecKu
CHBETHHK), KOTATO IMOMa Ha Ha MaTepUalii, KOUTO M€ KaparT Jla c€ YyBCTBaM HEYJ00HO WUITH
Ha MaTepHaJIi ¢ BPEIHO MM HE3aKOHHO ChABPIKAHUE, KOETO MOXKE J1a Ob/ie mopHorpadus,
MPOTOBSIBAHE HAa HACWIME M TEPOPU3BM, ETHHUYECKA M PETUTHO3HA HETOJIEPAHTHOCT,
THPTrOBHSI C HAPKOTHUIIU, Xa3apT U JIp.

He otromapsim Ha chOOIIEHUS, KOUTO ca OOWIHU, 3aIUIAIUTETHU, HENPUIUYHH WU M€
Kapar Ja ce 4yBcTBaM HeynoOHo. MHdopmupam poauTenute cu/KiIacHHUS PHKOBOIUTET,
YUHUTEI, JUPEKTOP, MEJArOrMIeCKH ChBETHUK 32 TAKUBA CHOOIICHHUS.

AKO HAKOW M€ OOWMKJIa UM TOPMO3H OHJIAiH, He OTroBapsM. JlokiiagBaM ro Ha OTTOBOPEH
BB3PACTCH (POAMTEN, YYHUTEN, IUPEKTOP, MEAarormueckd CHhBETHUK). Mora u cam ma
JOKJa/JBaM, KaTo T1OJaM CHTHaJl Ha caMus CalT WIM Ha TIOCOYCHHUTE aJpeCH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro 6mokupam. JloOpe € na Hampass

BeJHara eKpaHHa CHMMKa (CKpUHHIIOT) Ha CHOTBETHMS Pa3roBOP WJIM ChIbp)KaHUE KaTo



13.

14.

15.

16.

17.

18.

19.

20.

€JIEKTPOHHO JI0KA3aTeJICTBO, KOETO MpelaBaM Ha OTTOBOPEH BB3PACTEH (POJUTEN, YUHUTE,
TUPEKTOP, MEAATOTHYECKU ChBETHHK).

BuumaBam, korato pasroBapsm B yatT. [lomHs npaBuino Nel: ye xopara oHJailH He BUHAru
ca Te3H, 32 KOUTO CE MPEACTaBAT U MOTaT Jia ThPCAT ONpeaeieHa HHPOopMaIus, ¢ KOATO 1a
370YTOTPEOST ¢ MEH MM ¢ apyrute xopa. [IpaBuno Ne2 e e He mpaBsi HUILO HA JAPYT YOBEK
B MpeXara, KOeTO HE UCKaM Jia MU C€ CIIy4d M Ha MEH.

Axo ce cinyud Ja monajHa Ha WH(GOpMAIMA WIK JIPYro ChAbpKaHUEe B Mpexara, KOETO He
MU XapecBa WIM M€ IUIAIIH N0 HAKaKbB HAYMH, MOTA Ja M0JIaM CUTHAJ Ha JICHOHOIHATA U
O0esruratHa Hamumonannara Tenedonna JsmHus 3a  gena 116 111, Ha  otmen
,Kuoeprpecrernuoct nHa [JIBOIT (http://www.cybercrime.bg/bg), Ha Ilentspa 3a
Oe3ormaceH MHTEPHET Ha anapec: www.safenet.bg, nim Ha Texaus tenedon 124 123, wium npe3
yar-mMofyia Ha www.safenet.bg .

He Tps6Ba 1a npriemMaM cpemiu ¢ JiMia, ¢ KOUTO CbM C€ 3all03Hajl/a B MHTEPHET, OCBEH CJie]
ChIVIACHETO Ha poauTenute Mu. IloMHs, ye XopaTa, C KOUTO CE€ 3alo3HaBaM OHJIANH, HE
BUHATU Ca TE3H, 3a KOUTO ce mpeacTaBaT. OnuTBaM ce BUHATH J]a IPOBEPSIBAM JJaJId YOBEKHT
OTCpela HAUCTHHA € TO3H, 32 KOTOTO Ce MPEICTaBs Ype3 MPOBEpKa 10 UME, UMEIII, CHUMKA
1 KOHTPOJICH BBIIPOC, Ha KOHUTO OM TpsOBaJIO /2 3Hae OTroBOpa, ako € HaucTHHA To3u. [Ipu
CbMHEHUE MOXKE Ja MOJaM CHUTHaJ WJIM J1a MOThpPCA ChBET mpe3 cairta Ha LleHThpa 3a
Oe3omaceH nHTepHET Www.safenet.bg.

N3non3BaM HacTpoiikuTe 3a 0€30MacHOCT M 3alllMTaTa HA JUYHUTE JAHHU HA COLIMAIHUTE
MpEXH, MOOUITHUTE TIPUIIOKEHUS U Opay3bpuTe.

N3non3eam ¢ynkmmsTa 3a 6e3omacHo chpdupane. He mocermaBam caiiToBe B WHTEPHET,
KOHUTO Ca ChC ChIBbPKAHNE, HEMTOIXOISIIIO 32 AETCKA ayAUTOPHSI.

Wznom3Bam TpyaHU (ABATH, C TIaBHA M MaJKH OYKBHM, IM(PU M CIEUMAIHU 3HALW) U
pa3JIMYHU 32 BCEKU CaUT MapoJIu.

W3non3BaM aHTUBUpPYCHA TIpOrpamMa, KOSITO cJie/lBa PEIOBHO J€ ce OOHOBsBA. 3aeTHO C
OTTOBOPHUTE BB3PACTHH (POJUTEN, YYHUTEN, JUPEKTOp), TOIABPKAM TOCICTHHUTE
aKTyaJTM3WpaHU BEPCHH Ha BCUYKH MPOTPaMU M MPUIIOKECHUS.

Axo Tod3BaM OOIIM KOMITFOTPH, BHHArH TIPOBEPSIBAM Jald CbM M3JISA3BI/U3ISA3/Ia OT
npoduna cu, ciex KaTo CBbpUIM Yaca. B ciyuail, ye Hameps yCTpOICTBO, Ha KOETO JIpYyr
YYCHHUK € paboTuiI, HO HE € 3aTBOpWJI Mpoduiia CH, BeIHara Ie u3isi3a 0e3 Ja mnperiexaam,
MIPOMEHSIM WM 100aBsIM nHpopmanus B mpoduia my.
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KPATBHBK PEYHUK U JOIIBJIHUTEJIHU CBBETHU

KAUYBAHE U CHIOAEJSAHE HA CHUMKMW — CHuMKHM WM BUJCO Ha JETE, YUCHHK,
pPOIUTEN, YYUTEN, IUPEKTOpP, ICHXOJOT, PECYpCeH YUMTeN, ONU3KH, MPUSATENH, MO3HATH WU
HETO3HATH JIMLA ca MyOIMYHO JTOCTHIIHH M300paKEHUs B MHTEPHET, KOUTO MOTAaT Ja ca Ka4yeHU OT
POJIUTENNTE WIN APYTU YJICHOBE HA CEMEWCTBOTO, NPUSTENH, ChyYEeHUIU U Ap. Te3u, KouTto ca ru
CTIOACTIMIIN/KaYiI B UHTEPHET, MOXKE Jla UMaT U3IsUI0 100pyu HaMepeHus KbM Hero/Hes. Ho TakoBa
ChJIbPKaHUE MOXKE Ja HAaKbPHSIBA JIMYHOCTTA U JIOCTOMHCTBOTO Ha JnLeTo. IIpenoprunrento e mno
HUKAKbB IIOBOJ Jia HE CE KauBaT CHMMKHU Ha J€T€, 32 KOMTO MMa U Haill-MaJIkOTO CbMHEHHE, 4e
MoraT Jja My HaBpeaaT u 0e3 HeroBo chriacue. CofensHeTo Ha CHUMKH € YECTO CPEIaHO SBJICHHUE
B COLIMAIIHUTE MPEXKH, 3aTOBAa OCHOBHA IpPENOpbKa € MOJOOHM CHHUMKHU J1a CE CIOJENAT CaMmo C
XOpara OT CIUCHKA C MPUATENN HA YOBEKa, KOWTO MCKA J]a Kaud CHUMKaTa, ¥ olle 1Mo-100pe — caMo
C Tpynara Ha Hail-OJIM3KHM MPUATENN OT PEATHUS KHUBOT. BaXkHO €, KOrato ce CHuMa cb¢ cMapTQoOH,
Jla ce yBEepHTe, 4Ye CHUMKUTE HE Ce KauBaT aBTOMATHYHO B Mpo(uiIa Ha POJUTENS WIN JETETO B
caiitoBe karo MHcrarpam Hampumep. B mpodwmnmre cum B conmmMamHHTE MpEXH TpsiOBa aa CTe
CUTYPHH, Y€ CT€ HACTPOWJIM JOCThIA O CHUMKHUTE CH TaKa, Y€ Jla C€ BUXKAAT caMO OT MPUATEINTE
Bu. CpimoTo ce oTHacs M 3a HACTPOWKHTE HA OOJAYHM YCIIYTH, B KOUTO CE€ ChIBPKAT CHUMKHU U
uHpOpMaHs.

OHJIAHH (KUBEP) TOPMO3 MPEACTABIABA U3IMIOJI3BAHETO HA HUHTEPHET 34 HAHACSHE HA
€MOIIMOHAIHA Bpe/la BbPXY APYrH Xopa. TOPMO3BT B MHTEPHET MOXKE J1a UMa Pa3IMYHH (POPMH.
Toit Moxe ma MHHaABa Tpe3 pa3lpoCTpaHSIBAaHE Ha MOJUTPABATEIIHM U OOWJAHM CHHUMKUA U
BHJICOKJIMIIOBE B CATOBE 3a CIOJICISHE HA BHICOCHIbpkaHue karo Vbox7 u YouTube, cb31aBane
Ha (ammuBu mpoduar ¢ OOMIHO CHIBbpXKAHWE B comMainHu Mpexu karto Ask.fm, ®PeiicOyk u
WHcTarpam, KakTo ¥ B ChOOIIEHUS U M300pakeHHsI B MPHIJIOKEHHS 32 KOMYHHUKAIHs kKaTto Ckaim u
Baii0bp, mnau B u3MpaliaHeTo Ha OOMJIHU CHOOIIEHHS M KOMEHTapH, B CBIUIUTE CAaWTOBE U
maTGopmu.

KPA’KBA HA TTPO®UJI (xakHart npo¢gui) mnpeacraBisBa NPHUCBOSIBAHETO HA YYK[
noTpeduTeNncku npodun B coumanHa Mpexa, miatdpopma 3a obmyBaHe (Hampumep delicOyk),
eJIEKTPOHHA TIO0MIa WK Apyr caidT. Kpakbara ctaBa Bh3MOKHA Ype3 BIM3aHE C MPaBUIIHATA MapoJia
M HeiHaTa MOAMSHAa C HOBa M HEW3BECTHA 32 YOBEKA, HA KOTOTO NPUHAIICKU TPOPHIIBT.
Bv3MoxkHo € cienm kpaxkbata mpoduiIbT Aa ce W3MONA3Ba 0€3 3HAHUETO W ChIJIACHETO Ha
IbPBOHAYAITHUS COOCTBEHHK. AKO Ha JIeTe MOJ 3aJbJDKUTEITHATA 32 IMOBEUETO COIMATHM MPEXKH
BB3pacT oT 13 roaunu (Ta3u BB3paACT € TaKaBa, 3all0TO MO-TOJIsIMATa YacT OT MOMYJSPHA COIMATHA
MpEXH Ca aMEepHKaHCKHM W TpaBWiIaTa 3a IIOJI3BaHE ca CBhOOPa3eHW C aMEPUKAHCKOTO
3aKOHOJATEJICTBO) Ce Ch3/aBa coOcTBeH mpodui BbB PDelicOyk, MHOTO € BaXKHO MpH H300pa Ha
BB3pacT na ce u3bepe moa 18 roauHU, TH KaToO 3a HEMBIHOJETHUTE MOTPEOUTENTH WMa BaKHU

JOITBJIHUTCIIHU 3alllUTH.

KPA’KBA HA JIMYHU JAHHM e Bua KOMIIOTBPHO HPECTHIUIEHHE, NPU KOETO Ce
MpUa0OUBAT UyXKIW JIMYHU JaHHU C 1eJ (UHAHCOBa M3Mama WM 3JI0ynoTpeda KaTro TerJieHe OT
0aHKOBa CMETKa, WIM KaHAMIATCTBAHE 3a KPEAUT OT UyKJ0 MMe. Ta3u OmacHOCT Mo MPUHLHUI He



3acdra no-MajJIKUuTC Acna, KOUTO HC IMPUTCIKABAT JIMYHU NOKYMCHTH, 0OaHKOBH CMETKH WU KapTHu.

Ho npu tuitHelpxppute Hag 14-roauiHa Bb3pacT TO3M PUCK CTaBa aKTyaseH.

OUIINHIT ATAKMH ca Haii-pasnpocTtpaHeHara opma Ha MHTEepHET M3MaMa M IIUPOKO
M3II0JI3BaH MIOXBAT OT KOMITIOTHPHU MPECTHITHUIIM 32 MOJy4aBaHe Ha Ba)KHA
uHpopmanusa. ToBa npectriuieHue ce Hapuya ,,pummHr” (,,phishing” — "3apubsBane”, nmpousnusa
ot fishing — pu6oIOB), 3aMI0TO EIEKTPOHHUTE CHOOIICHHS, KOUTO CE paslpaliar, ca KaTo ,,BbIUIu’’
C OCHOBHa IIeJl TOJyyaTeJIuTe Ja c€ ,XBaHAaT Ha TAX TIOpaad CBOSATA HEONUTHOCT U
HEOCBEJOMEHOCT, KaTo UM OTroBOpAT. [Ipu (uimHra n3MaMHUIIUTE pa3npaniar eJIeKTpoHHa MoIIa,
KOSITO TPETeHJMpa, Y€ WABA OT MOYTEHA KOMIIAHMSA M C€ ONMMTBA Jla yOeau moiydareis Ja Aaje
Ba)XKHA JIMYHA WM (UHAHCOBA MH(popManys. EleKTpoHHOTO chOOIIeHne OOMKHOBEHO MOJIU Ja ce
U3IIPATAT JIMYHU JAaHHU U JaHHU 32 0aHKOBA CMETKa B OTTOBOD WJIM J1a CE BbBEAT HA yeOCalT, KbM
KONTO mMa Bpb3Ka. Te3u JaHHM ca HampuMep NOTPEOUTEICKHM MMEHa, Mapoid M HOMepa Ha
KpPEIUTHHU KapTH.

JAIUTA HA KOMIIIOTBPHUTE MPEXU OT OITACHA EJIEKTPOHHA MIIOIIIA

1. He tpsbBa na ce mposiBsiBAa MHUIMATHBA 3a I0JyyaBaHE Ha UMEIUI NUCMa, UHTEPHET
CTpaHULY, KOUTO Mpejyiarar 0e3MjIaTHU WM IUIATEHU YCIYTM U CTOKH, YECTO Ipejyiaraiiu
71a BU U3MPATAT MPOMOIIMH 10 e-mail. OTkaxere TakaBa yciyra.

2. Vmeiin aapechT ce criojens camo nmpu Hyxaa. KoraTo ce mpenasa 1mo eIMH WK IPYT MOBOJ,
Cce BHMMaBa 3a CJIIEJHUTE JBE HEIA: bPBO JAJIM OpraHMU3alMsATa WIM YOBEKBT, KOUTO IO
[10JIy4aBart, I111€ BU U3IpaTH HEXeJlaH UMEI; BTOpO, MOXKE JIM Jla CE pa3dyuTa, 4e MMeEM
aZipechT HAMA J1a ObJIe aJIeH Ha TPETO JIHIIE.

3. He ce otBapsar nmeiinure B HexenaHa noma. Hukora He ce oTBapsiiiTe mpuKaueHu ¢aiiiose
B CBHOOIIEHMS] OT HEMO3HAT W3Mpaimad. AKO HE ce Mo3HaBa uMeTo B moiero ,,0T”, He
OTBapsiTe MpUKaueHus pam.

4. AKO ce MoJydyd HEOYaKBaHO CHOOIIEHHE ChC CTPAaHEH MPpUKaueH (paityl OT Mo3HAT U3Mmpaiady,
TO OM MOIJIO Ja ChABpKa BHUpyC. MHOTO 3JI0BpEIHU MPOTpaMU C€ pas3NpoCTpaHsBaT IO
BCUYKU KOHTAKTH, KOUTO HAMEPSAT B IOIIATa Ha 3apa3eHus] KOMIIOTHP. TakuBa chOOLICHUS
4ecTo MMaT CTpaHHAa TeMa WIM UME Ha NpukadeHus ¢ain. Yecto TOBa € IIETOBUTO
ChOOIlIEHNEe, HachpyaBallo IOJydaTeds Ja BUAM KapTHUHKAa WM Ja MpodYeTe MpUKadeH
TeKCTOBH (haiiy. BuHarm m3uCKBailTe MOTBBPXKIACHUE OT M3IIpaliaya, Mpeau J1a OTBOPHUTE
ChOOIIIEHNE WIH ITPUKAYeH (aiia OT TaKbB BUL.

5. IlpomepsiBa ce MBJIHOTO MME Ha npukadeHus ¢ain. CKpUTHUTE pa3lIMpEeHUs OT UMETO Ha
(haiima morar ma 3a0ayasaT Ja OTBOPUTE 3apa3eH NpukaudeH (aitm oT umeina. Bunaru ce
MpoBepsiBa Jajdl HMEWT MPWIOKEHHETO IOKa3Ba MBJIHOTO MME Ha MpuKadeHus Qaiin,
BKIJIIOUMTEHO pa3lupeHuero. Bupycu u uepBen Morar na ce ChbAbpKAaT BbB (Qailiiose,
KOUTO M3MIIEKIAT KaTo KapTUHKH, HampuMep ¢ pasmupenue .jpg. Ho e Bb3aMoxkHO aa umat
CKPUTO pa3llIMpeHHe, Karo .exe Wik .vbs KbM HMeTo Ha (aiija, KOETO O3HayaBa, e
MpUKAYeHUAT (aill He € KapTUHKA, a Iporpama, KosATo IIe C€ CTapThpa, IIOM CE€ OTBOPH

MpUKadeHust (pai.
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Baumaga ce ¢ ¢anmmBuTe IpeaynpexeHus 3a Bupycu. QanmuBuTe MpeaynpexacHus 3a
BUpycu ca u3BecTHH karo "hoaxes". ToBa e QammmBo cbhoOIIEHHE, KOETO IMOJIBEXKIA
noTpeOUTEeNUTEe Ja BSpBaT, Y€ Ca TMOJIYYMIM BUPYC M T'M HachbpuaBa Ja MperparsT
IIPEeNYNPEXKAECHUETO Ha BCEKH, KOTOTO [T03HABAT.

He otBapsiiTe nmeiln, chappkail HexenaHa pekiama. Toll Moxke aa ObJe M3MON3BaH 3a
IpeHacsiHe Ha BUpycH U yepBed. OT choOpakeHus 32 CUTYpHOCT OU TpsiOBajIo JAa U3TpUBATe
BCHYKH PEKJIAaMHU CHOOIIEHUS OT HEMO3HAT U3Mpallay BegHara, 0e3 1a T oTBapsTe.

He ce wu3non3sBa camMo egHa TOLIEHCKAa KyTus 3a Bcuuko. Crnenuanucture 1o
KHOEpCUTypHOCT IPENOPBHYBAT Jja C€ OTKPUBAT HIKOJIKO Pa3JIMYHM HOILIU U Ja C€ pa3lelsT
110 NpeHa3HauYEHue.

N36srBaiiTe CHIIO Taka Ja Mperpamare MrucMa MKy HSIKOJIKO BAIH MOIMEHCKH KyTHH.

He e mpenoppuuTenHo jga ce mpernpamar MucMa J0 HIKOJIKO 4YOBEKAa €IHOBPEMEHHO.
Oco0eHo TakuBa, OT THIA - "Mpenparere ro 10 7 YOBEKa U I BU C€ CIIYYH Hemo xybaBo"
WM "MoMOrHeTe Ha OOJTHOTO MU JIeTe, KaTo MpernpaTuTe TOBA MHUCMO Ha MHOTO XOpa, €11
KOW CHM 1€ MU Jaae 3a BCEeKHM 3 wuMeila 5 1eHra, Hampumep. Te3u mnucma ce
pasnpocTpaHsBaT C Iejl ChOMpaHe Ha JACUCTBUTECIIHM HMEWI aapecd, Thil KaTo MpH
Ipenpaliase, KbM IUCMOTO c€ J00aBAT aBTOMATUYHO U aJPECUTE HA MIPEIHUTE NOTyYaTellH.
Cren HAKOJKO MpENpalianus, B €HO TaKOBa IMMCMO €€ ChbOMPAT HAKOJIKO CTOTHIM PEaTHU
MMEI asipeca, KOUTO CJIEH TOBA Ce MpoJaBaT Ha PUPMHU 3a CIIaM.

AKO Bce Iak McKare J1a IpernpaTuTe HAKaKbB TEKCT WM UH(OpMaLMsl, KOATO CTE MOITY4HIIH,
KOIIMpanTe TEKCTa U o U3MpareTe KaTo HOBO nucMo. He npemnpamaiite npeaHOTO, BBIIPEKH
4ye € IPUMaMJIIMBO M0-JIECHO. Taka I11e MpeAna3suTe NpUsITeIuTe CU OT OBAEI] CIIaM.

AKO mopaaM HsKakBa INpUYMHA IBbPKUTE J1a MPENpaTUTEe OPUTMHATIHOTO MHUCMO, CIOXKETE
anpeca B BCC (Blind Carbon Copy) BMecto B CC. Taka HUKOH OT MOIydaTeauTe HAMa Ja
BUJU aJipecuTe Ha Jpyrute nosydarenu. [IpuunmHaTta na ro u3mosi3Bare HE € Ja CKpHUETE
MOJIyJaTeIUTe €IWH OT JIpYyr, a Ja I'M Ipeanasure, B ciydail 4e ajpecHaTa KHHUra WU
€JIEKTPOHHATAa IOIlla Ha HAKOM OT TAX CTaHe JOCTBIIHA Ha cHnam-00T (Hampumep mnopagu
BHUpYCHA UH(EKIINS Ha KOMIIIOTHPA MY).

[leqyanba ot nortapusi: He crte cnedemwid. CrnamMbpuTe H3MO0JA3BAT HaW-pa3IudHU
MpUMaMJIMBU 3arjlaBUsi Ha THMCMara, 3a Ja Hakapar IoJiydarens Ja T'd OoTBOpH. MHoro
MOTPEeOUTENN HAUCTUHA OTBApsT MOA0OHM nucMma. [lopu ciex oTBapsHETO BelHara Ja ro
U3TPHUETE, CAMOTO OTBApSHE HAa MUCMOTO OM MOTJIO J1a IOTBBP/AHU, Y€ aJPECHT € pealieH U BUe
CT€ I'0 MOJIY4UJIIH.

OtnucBane oT OIOJIETHH, 32 KOWUTO HE TIOMHUTE J1a CTE CE€ 3amucBaii. YecTo cpelian MEeTo/I,
M3MOJ3BaH OT CHaMbpUTE 3a HaMUpaHE Ha aKTUBHUTE IOIIEHCKH ajpecu. M3mpaima ce
OIOJIETUH C JMHK 3a OTNHCBaHe (yX) OT moiy4daBaHeTo My. OTHUCBaWKH c€, BCBHIIHOCT
MOTPEOUTENAT MOTBBPKIaBa, Y€ M3I0JI3Ba IMOIIEHCKaTa KyTHsS, C KOETO BeJHara BIiM3a B
cnam Juctute. Bmecto na ce ormucBare, OJOKMpalTe MOJydyaBaHETO HA MHUCMa OT TO3M
azpec.

He otBapsiite mucma, kouto ca GummuHr ataku. Haili-1oOpusaT HauYWH 1a Ce 3alIUTHTE OT
(GUIIMHT aTaku € KaTo HUKOra He OTBapsTe (UIIMHI MUCMa, HO YECTO € TPYIHO Ja ce
pasrno3Hae Koe MucMo € GUIIMHT aTaka. MoxeTe J1a T pa3no3HaeTe 1o:

O6ppmenuero ¢ "Dear Customer" unu "Dear User", a He Bamero ume.



e B mmcmoro mnumie, ye akayHTHT Bu mie ObJe mpekpaTteH B ciiydail, 4e He MOTBBPIHUTE
JTaHHWUTE cu He3abaBHO. /Hackopo cmambpuTe M3Mon3Baxa moao0eH moxpar koraro Ckaitn
ce cpuHa 3a 1 neH. Pa3mpocTpanuxa chOOIICHHUS, Y€ CKAT 1€ YACTH HEAKTUBHU aKayHTH H
ce HCKalle Jia ce pasmpaTH choOlleHHe Ha moHe 15 morpeburens, 3a Aa ce IOKaxe
aKTUBHOCT./

e llmelnabT MaBA OT akayHT, MPWJIMYAIl, HO HE €IHAKBB C TO3M, KOMTO W3IMOJ3Ba M3BECTHA
¢dbupma, opranuzanust U Ip. AKO He CTe CUTYPHH Aalld MUCMOTO € (UIIMHT WM He, Hail-
no0pe € /1a He OTBapsTe JUHKOBE, KOUTO ca MyOJIMKYBaHU B HErO, a Ja HamuIlIeTe Ha pbKa
ajZjpeca Ha caiiTa, KOWTO BU € HCOOXOIUM.

e AKO cTe MOJY4YWJIM TaKOBa MHUCMO, 3a MPEANOYUTaHe € Jla OIoKupaTe ajapeca, OT KOWTO e
msnpareHo. Koraro ro Giokupare, Bue gaBare ykasaHus Ha TMOMICHCKUAT KIUEHT, Y€ TOBA €
crmaM u He TpsOBa Ja ce mpuema. [loBeyero morpeOutenu obadye mMpocTo U3TPUBAT cliama U
TOM MPObJKABA J1a UABA B KYTHUSTA.

Hacrosimure mpaBmiia ca pa3paboTeHH ¢ orien (opMHpaHe Ha IOJUTHKUA B JIETCKUTE
IPaJMHU W YYWJIMINATA, KOWTO Ja OpPraHU3MpaT H3IMOJI3BAHETO HAa OO0pa30BaTENHUS MOTEHIHAI
KaKTO Ha KOMITIOThPHATa MpeXka Ha oOpa3oBaTellHaTa MHCTUTYIUS, TaKa U Ha riiobajgHaTa Mpexa,
B CbYETAHUE CHC CHUCTEMA OT MEPKH 3a CUT'YpPHOCT U O€30MACHOCT Ha Jelara U y4EHUIUTE.
[Tpunaranero MM Ha MpakTHKa IEU [OBHUIIABAHETO HAa HWH(OPMHUPAHOCTTA M JAWTHTAIHATA
IpPaMOTHOCT Ha OOIIHOCTTA OT /I, POAUTENH, YIUTEIH, AUPEKTOPH U CITYKUTEIIH.




